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How do you protect
mission critical data center
infrastructure?

Infrastructure protection requires investing in sustainability,
resiliency, and efficiency.

In the era of intelligent connectivity, the world’s most
valuable resource is no longer oil — it’'s data. Making
strategic data center infrastructure investments is
ultimately a source of differentiation.

Keep your data center
resilient, efficient, and safe.

The escalating demand for data impacts resilience, while
increasing power consumption, global emissions, and
compliance needs — driving data centers to focus on being
safe, resilient and efficient.

But before considering solutions or best practices,
it’'s important to know more about potential challenges

and opportunities.
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Trends & Challenges What is on the horizon for data centers?

An Integrated Solution

In today’s digitally connected world, data is produced Each day brings new and improved security solutions
Why Honeywell?
Our Offer in vast streams, at an overwhelming volume and pace. for data centers, so to stay ahead of potential threats,
ur Offering
Compliance regulations are tougher than ever and it's important to be aware of the latest industry trends
End To End Solution
severe penalties follow those who disregard them. and challenges.

Our Differentiation

Data Center Outcomes

TRENDS CHALLENGES

Safety & Security

Uptime & Resilience

Sustainability
& Efficiency @ @ :j%
o

Sustainability Uptime Data growth
Data centers are responsible for D Data centers are responding to Stored data is expected to rise from
3% of the world power consumption and r modern business requirements which 4.4 zettabytes in 2013 to an estimated
2% of the global emissions, and these necessitate an ever-increasing focus 175 zettabytes by 2025.

AL

numbers are expected to grow — making on uptime. Staying competitive and
it crucial for businesses to invest in data ;, avoiding costly downtime requires : e
center.energy infrgstructures. infrastructure investraents. e

-

Sources:
4 G } Uptime Institute, Ten data center industry trends for 2020 ABB review 4|13 Data centers
https://library.e.abb.com/public/24b5c823cb525481c1257c400034fd3f/ABB%20Review%204-2013_72dpi.pdf

Vertiv Forbes Study



Honeywell Save time and money with integrated solutions

DATA CENTER
ENTERPRISE
Mggfgﬁgﬁg-r Integrated solutions can be deployed more efficiently, are more Explore different facility sectors and discover the benefits of
agile, and have greater intelligence. It is therefore not surprising integrated solutions:
that data centers are adopting integrated systems to optimize
productivity, cost savings, and resilience.
Introduction
ENTERPRISE PLANNING CONTROL
SUPERVISION AND BUILDING ROOM
Trends & Challenges

An Integrated Solution
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Our Offerings Portfolio

Honeywell has developed leading building management, life safety, HONEYWELL BUILDING
security, and sustainability solutions tailored to meet the specific OPERATIONS CENTER ng
_ Increase maintenance visibility, optimize
needs of data center operators. Our solutions come together . : : : g,
lifecycles, and simplify reporting

through Honeywell
- N f NP ASSET RELIABILITY SAAS

orge, an enterprise performance management platform tha Monitor asset health via vibration and
seamlessly integrates with third-party systems —improving acoustic signatures sign
operations and mitigating downtime risk.

BUILDING MANGAMENT

SYSTEMS CONTROLS FIRE & LIFE SAFETY SECURITY
HONEYWELL BUILDING HONEYWELL FORGE
CYBERSECURITY OPERATIONS CENTER PERFORMANCE* FOR BUILDINGS
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End-to-end Solution

Honeywell, a leader in connected buildings, is working to deliver integrated data center solutions.

Honeywell's building management controls, security and life safety technology can help you achieve uptime goals, meet sustainability goals,

improve cost efficiency, and secure your data centers.

— | VIDEO
INTEGRATION

I PERIMETER
\ PROTECTION

EMERGENCY
RESPONSE

COMPLIANCE
REPORTING

PROCESS ALARM
MONITORING

ACCESS
MANAGEMENT

BATTERY FAILURE

MONITORING
CONNECTED LIFE FIRE
SAFETY SERVICES DETECTION
PUBLIC ADDRESS /
VOICE ALARM
VIDEO
ANALYTICS
PERSONNEL &
GAS VISITOR TRACKING
DETECTION EVACUATION
MANAGEMENT
FIRE ALARM
RESTRICTED
ACCESS AREAS SYSTEMS

Honeywell
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End-to-end platform
Unmatched execution

Reliable service

Our Differentiation

Honeywell has a leading
global presence

PERFORMANCE-
BASED OUTCOMES

Honeywell Building Solutions
operations in 82 countries

OPEN AND END TO
END PLATFORM

UNMATCHED
EXECUTION

ENABLES ENERGY
EFFICIENCY




Honeywell Key data center outcomes

DATA CENTER
ENTERPRISE

MANAGEMENT . : : : : .
SOLUTIONS Running a data center in today's world is an increasingly complex Safe and secure for assets and employees

task. New technology, changing requlations, and new de d - . . . e
W 5 9ing regHiat W eemants Resilient through uptime and business continuity

have left many companies feeling like they’re not keeping up

with all the required changes. We take pride in understanding Operational efficiency and energy management

Introduction
our customers’ challenges and developing tailored solutions that

Trends & Challenges empower a safe, resilient, and efficient data center.

An Integrated Solution

Why Honeywell?
Our Offering
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Our Differentiation
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OT CYBERSECURITY INCIDENT OCCURS

ldentification and eradication of
potential cyber incidents

USE CASES

OBSERVE

Enhanced situational
awareness to proactively
identify cyber threats.

e Cybersecurity site

assessment is initially
conducted.

e The monitoring and

remote management
system identifies
anomalies and sends
notifications about
possible malware.

Explore different scenarios to see how data centers manage safety and security.

CYBERSECURITY INCIDENT

Safety & Security

INVESTIGATE
Collaborative predefined
protocol to optimize
response time.

e Engineer (ICT)
confirms possible
malware.

e Follows a predefined
protocol for incident
response which
includes notification to
key stakeholders.

RESOLVE

Predefined process

and procedures help

recovery and minimize

system downtime.

e Preserve forensic data.

e Contain affected
systems from further
damage or data loss.

e Eradicate the malware.

e Restore service.

e Provides a detailed
incident report
consisting of lessons
learned.

SECURITY THREAT

DETECTED FIRE




Honeywell

DATA CENTER
ENTERPRISE
MANAGEMENT
SOLUTIONS

Introduction
Trends & Challenges
An Integrated Solution

Why Honeywell?
Our Offering
End To End Solution

Our Differentiation

Data Center Outcomes

Safety & Security
Uptime & Resilience

Sustainability
& Efficiency

ASSET DAMAGE: WATER LEAK IN BUILDING BASEMENT

ldentify critical incidents faster
with integrated systems

USE CASES

OBSERVE

Incident workflow and

zoomable maps.

e Building operator
receives alarm from
water sensors that
pressure has dropped.

e The building operator
uses integrated maps
to explore the area.

e [nitiates incident
workflow and a
service technician is
dispatched.

Explore different scenarios to see how data centers improve resiliency.

CONDITION-BASED MAINTENANCE

Uptime & Resilience

INVESTIGATE

Collaborative workflows

for record-keeping and

traceability.

e Service technician uses
Honeywell Command Station
to locate the equipment and
investigate.

e Evaluates trend data,
identifies the root cause
and efficiently resolves the
water leak.

e Records comments against
the SOP steps.

e Building operator signs off on
the steps and closes the SOP.

RESOLVE

Improve building

operations with easier

analysis.

e Building manager
creates an incident
report.

e Report is submitted
to the insurance
company to support
the asset damage
claim.

ASSET DAMAGE

CONTROLLER REDUNDANCY
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SLA EXPECTATIONS

Rapid load increases

USE CASES

Sustainability & Efficiency

OBSERVE

e Your enterprise and
hyperscale tenants
have different
temperature SLAs.

e Complaints come
in about SLA non-
compliance.

e You end up hiring
additional onsite staff
for evening and night
shifts.

e As you fix one SLA
violation, you realize it
causes others.

Explore different scenarios to see how data centers manage efficiency.

TEMPERATURE DRIFT

INVESTIGATE

e Al enabled insights are
translated into control
actions to optimize
temperature and energy
efficiency.

©

RESOLVE

e Temperature SLA
complaints are
eliminated

e Energy savings of
30%0+ are common

e Staff can focus on
higher priority tasks

SMART POWER

SLA EXPECTATIONS
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Keep your data center resilient,
efficient, and safe

The Honeywell connected data center offering helps businesses address their most critical
outcomes and exceed expectations — providing you the capabilities you need to adapt and expand,

optimize uptime and efficiency, and to protect your assets, your people, and your data.

See what your data center can achieve when you have Honeywell solutions working for you.

https://hwll.co/datacenters



https://hwll.co/datacenters
https://buildings.honeywell.com/us/en/industries/data-centers
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